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Aspiration to become a 

prominent Digital Nation

Digital Trust as critical 

enabler

Key Government 

Initiatives:

• MyDigital ID

• e-Invoice & eGov

• Industry Rev. 4.0, 

Smart Cities, AI

PKI = Trust 

Infrastructure

Malaysia’s Digital Vision: Trust as 

the Foundation

PKI underpins every initiative shown here from digital identity to smart infrastructure.



About Pos Digicert LPBP-1/2020 (4)

Key Projects

TMMi CERTIFIED LEVEL 3

RECOGNISED DATE TIME 
STAMPING PROVIDER

QUALITY MANAGEMENT
SYSTEM ISO 9001:2015

WEBTRUST FOR
CERTIFICATION
AUTHORITIES (CA)

ADOBE APPROVED 
TRUST LIST

OUR RECOGNITIONS (LOCAL & INTERNATIONAL)

INFORMATION SECURITY
MANAGEMENT SYSTEM
ISO/IEC 27001:2013

ASIA PKI CONSORTIUM



Licensed Certi f ication Authorit ies (Commercial)

• Regulatory body overseeing the communications and 

multimedia industry.

• Licensing of the Certification Authorities under the Digital 

Signature Act 1997.

• WebTrust Compliance

The Ministry of Digital (Government CA)

Malaysia’s PKI Ecosystem: Building Trust Across Sectors



Use Cases









PKI Components Types of Digital Certificates

Simple 
Certificate

• Client Digital Certificate

• Email Signing Certificate

• Organisational

Certificates

• Server Certificate – SSL 

Certificates

• Code Signing Certificates

Advanced 
Certificate

• AATL Certificate – 

Signing on PDF 

Document

• LTV Certificates



Barriers to National PKI Adoption: What’s Holding Us Back?

Interoperability 
Challenges

Token 
Dependency

Low Digital 
Signing 

Awareness

Regulatory 
Lag

Fragmented 
sector 

adoption

Technology People Policy



Innovating Malaysia’s PKI Stack: The Next Frontier

MyDigital ID + PKI integration

Signing workflows (eSign + LTV)

Remote Signing (CloudSign Standards)

Mobile PKI & Wallet Signatures

Blockchain + PKI

AI in CLM (Lifecycle Management)



Quantum threat real & near

In line with NIST, ETSI, CAB 

Forum timelines

Pos Digicert’s Readiness:

• Crypto agility

• PQC Timestamp & Signatures

• Algorithm flexibility in GovTech

01

02

03

Post-Quantum Cryptography Readiness



Need for regional trust frameworks

Bilateral Initiatives:

Indonesia

Uganda Philippines India

Singapore

Trust Without Borders: Bilateral & Regional PKI Engagements

Pos Digicert Engaged With:



Cross-border 

Interoperability

National PKI 

Modernisation

Sectoral Growth 

(Gov, BFSI, Healthcare)

PQC 

Deployment

MyDigital ID 

+ 

PKI Stack

CLM & 

Certificate Automation

2025 2030

Premier Trust 2030

Immediate Priorities Long-term vision

Regulation, Awareness, Talent



Closing & Collaboration

Digital Trust is the bridge between 

ambition and action.

Let’s build the future together.

Malaysia welcomes: PQC, eSign trust, CA 

collaboration

Let’s co-create a trusted digital future - 

together with India, ASEAN and the world.



PQC CONFERENCE
2025 

KUALA LUMPUR

DATE: 

28-30 0CT0BER 2025

VENUE:

CONNEXION CONFERENCE & EVENT 

CENTRE (CEC)

 Have clients in ASEAN? Invite them to 

        join this regional platform

 Share your experience in PKI, PQC   

        and digital trust across Asia

 Participate in technical panels,      

        working groups & solution showcases

 Collaborate to shape the future of 

        Digital Trust in Asia through shared   

        leadership

 Together, we are stronger in the post-

        quantum future



TERIMA KASIH

THANK YOU

SHUKRIYA

amir.suhaimi@posdigicert.com.my

https://www.linkedin.com/in/amir-suhaimi-hassan-21588a8/
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